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Agenda

22/03/2022

1. Intro
• Wie is wie

• Historiek en traject

2. Interactie - workshop
• Initiële opzet en huidige architectuur (30 min)

• Interactiemoment 1 (20 min)

• Vervolg/next steps (10 min)

• Interactiemoment 2 (20 min)
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Moderatoren

Joris Van Vossel

IoT Architect/Software Engineer
j.vanvossel@vmm.be

Guy Dillen

IoT Projectmanager

IoT Architect/Software Engineer
guy.dillen.ext@dewatergroep.be

Dimitri De Leye

Projectmanager IoT
d.deleye@vmm.be

mailto:j.vanvossel@vmm.be
mailto:guy.dillen.ext@dewatergroep.be
mailto:d.deleye@vmm.be
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Initiële opzet
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Smart Data Modellen 

22/03/2022

• Uitwisseling van data tussen partners via "Smart Data 

Modellen"

• Interoperabiliteit bevorderen tussen partners

• Gebaseerd op bestaande, algemeen gebruikte 

modellen/entiteiten

• NGSI-v2 (JSON); NGSI-LD, DTDL, OSLO (JSON LD)
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Smart Data Modellen 

22/03/2022
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Smart Data Models

22/03/2022
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Smart Data Models – Voorbeeld: "DeviceModel"

22/03/2022

[
{

"id": "urn:ngsi-v2:cot-imec-be:devicemodel:eijkelkamp-ctd-diver",
"type": "DeviceModel",
"brandName": "Eijkelkamp",
"category": [

"sensor"
],
"controlledProperty": [

"temperature",
"conductivity",
"depth"

],
"function": [

"sensing"
],
"iow_tags": [

"external"
],
"manufacturerName": "Eijkelkamp",
"modelName": "CTD-Diver",
"name": "CTD-Diver",
"supportedUnits": [

"CEL",
"G42",
"MMT"

]
}

]
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Smart Data Models – Voorbeeld: "Device"

22/03/2022

[
{

"id": "urn:ngsi-v2:cot-imec-be:Device:dwg-iow-ToXPUMdiJnBmPNHB3RPh4C",
"type": "Device",
"adminState": "up",
"alternativeIds": [

"urn:ngsi-v2:cot-imec-be:WaterQualityObserved:dwg-iow-B6g7vGeuSFtwTx8Si4dfwt",
"dwg-box-40772927"

],
"dateLastValueReported": "2022-11-28T14:10:00.000Z",
"extraMeasurementAttributes": {

"location": true,
"samplingPoint": true,
"locationName": true

},
"healthState": "up",
"location": {

"type": "Point",
"coordinates": [

2.852631333,
51.0842249

]
},
"locationName": "loc-00017-39",
"maxTimeBetweenObservations": 1500,
"name": "dwg-box-40772927",
"owner": [

"dwg"
],
"refDeviceModel": "urn:ngsi-v2:cot-imec-be:devicemodel:eijkelkamp-ctd-diver",
"samplingPoint": "spt-00031-91",
"source": "cot.iow.observed"

}
]
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Smart Data Models Voorbeeld: "WaterQualityObserved"

22/03/2022

[{
"id": "urn:ngsi-v2:cot-imec-be:WaterQualityObserved:dwg-iow-B6g7vGeuSFtwTx8Si4dfwt",
"type": "WaterQualityObserved",
"conductivity": {

"type": "Number",
"value": 740,
"metadata": {

"unitCode": {
"type": "text",
"value": "G42"

}
}

},
"dateObserved": {

"type": "DateTime",
"value": "2022-11-28T14:10:00.000Z",
"metadata": {}

},
...

"refDevice": {
"type": "Relationship",
"value": "urn:ngsi-v2:cot-imec-be:Device:dwg-iow-ToXPUMdiJnBmPNHB3RPh4C",
"metadata": {}

},
...
"temperature": {

"type": "Number",
"value": 9.17,
"metadata": {

"unitCode": {
"type": "text",
"value": "CEL"

}
}

}
}]
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Overdracht dataplatform 
>

22/03/2022

• Alle componenten naar Azure Paas services

• Oplossing ontbrekende componenten
• Imec Obelisk => Orion, Mongo en Historische database

• Inbouwen uitgebreide platform monitoring

• Integratie NGSI LD voor Vlaamse Smart Data Space (p.o.c. LDES)
• Generische mapping NGSI V2 -> NGSI LD
• Integratie Scorpio Context Broker
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22/03/2022

Huidige architectuur
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22/03/2022

User interface
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22/03/2022

Huidige architectuur - Azure
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22/03/2022

Huidige architectuur – Azure services
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Monitoring – Application insights

22/03/2022
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Monitoring – Application insights

22/03/2022
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Monitoring – Log analytics

22/03/2022



public

Security

22/03/2022

• Microsoft Defender for Cloud / Azure advisor
• Policies (VMM / Microsoft)
• Cost, Security, Reliability, Performance, ...

• API management
• Policies, gateway, identity

• Network restrictions
• Virtual network
• Private endpoint
• Key Vault
• Managed identities
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Evolutie sinds het initiële systeem

22/03/2022

• Multi-tier omgeving (LandingZones)

• Infrastructure as Code: volledige platform

• CI CD pipelines

• Failsafe

• Messaging, retry, DLQ en pub/sub tussen componenten

• Performantie historische tabel

• Gaps filler

• VSDS LDES op IoW

=> IOW 1.0
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IoW 1.0 - IaC

22/03/2022
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IoW 1.0 - Architectuur

22/03/2022
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IoW 1.0 - Failsafe

22/03/2022



public

LDES implementatie

22/03/2022
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Q&A deel 1

22/03/2022

• Vragen
• Opmerkingen
• Delen van ervaringen
• Bedenkingen
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Vervolg: Van "Push" naar "Pull"

22/03/2022

• Waarom?
• Data ownership
• Data owners/producers kunnen ook data ter beschikking stellen

los van IoW
• Geen single-point-of failure
• ...
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Vervolg: Van "Push" naar "Pull"

22/03/2022

"Push" / Centraal systeem
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22/03/2022

"Pull" / Gedecentraliseerd systeem: Data Sharing
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Van "Push" naar "Pull": Data Sharing

22/03/2022

Data sharing rollen
• Data consumer: A party or person who consumes data provided by the

data provider. The data consumer has to agree to use the data as defined by
the data license under which it received the authorization to access that data.

• Data provider: An organization that hosts a service to provide data on 
behalf of data owners. Data provider has the responsibility to verify who the
data consumers are and provide only data that they are authorized to have 
access to.

• Data owner: A party or person who owns the data in the context of the
process at a given time. Do note that a data owner does not necessarily have 
to be a data creator, it could be an application that generates data as a result
of some processing.

Andere rollen
• Trust Authority Provider

• Service Provider rollen:
• Identity Provider, Authorisation Registry Provider, Marketplace Provider
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Vervolg: van "Push" naar "Pull": Data Sharing

22/03/2022

Randvoorwaarden:

• Bereidwilligheid van de partners om in een data spaces/data 

sharing verhaal te stappen

• Nodige infrastructuur voorzien door de partners

• Gestandardiseerd formaat gebruiken (smart data models, 

NGSI-LD, OSLO, …) door de partners

Opmerking:

"Backwards compatibility": VMM blijft ook de "push" mogelijkheid 

aanbieden!
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Q&A deel 2

22/03/2022

• Vragen
• Opmerkingen
• Delen van ervaringen
• Bedenkingen
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Links naar meer informatie

22/03/2022

https://smartdatamodels.org/
https://www.fiware.org/
https://www.vlaanderen.be/digitaal-vlaanderen/onze-oplossingen/oslo
https://www.vlaanderen.be/digitaal-vlaanderen/onze-
oplossingen/vlaamse-smart-data-space
https://fiware-orion.readthedocs.io
https://scorpio.readthedocs.io
https://azure.microsoft.com

https://smartdatamodels.org/
https://www.fiware.org/
https://www.vlaanderen.be/digitaal-vlaanderen/onze-oplossingen/oslo
https://www.vlaanderen.be/digitaal-vlaanderen/onze-oplossingen/oslo
https://fiware-orion.readthedocs.io
https://scorpio.readthedocs.io
https://azure.microsoft.com

